Security Risks of Smart Home
Integration Using loT original
final

by Mihai-Valentin Bouaru

Submission date: 06-Jan-2025 08:34PM (UTC+0000)
Submission ID: 247403693

File name: 52986_Mihai-
Valentin_Bouaru_Security_Risks_of_Smart_Home_Integration_Using_loT_original_final_638742_1467110043.docx

(274.39K)
Word count: 2368
Character count: 14124



Security Risks of Smart Home
Integration Using loT

Course: Computer Science
Group Project (ACBA4014)
Taught by:

Dr Redhwan Al-Amri
Institution: Swansea University of Wales
Date:

Students Authors:

Mihai-Valentin Bouaru (2323369)
Anamaria Cristina Finta (2326510)
Stefan Gabriel Ceausescu (2323372)
Andrei Alexandru Colimis (2323371)




I declare that this thesis entitled “Security Risks of Smart Home Integration Using loT " is the
result of ours own research except as cited in the references. The thesis has not been accepted
for any degree and is not concurrently submitted in candidature of any other degree.

Signature: Bouaru Mihai Valentin

Name of Student:

Mihai-Valentin Bouaru (2323369),

Anamaria Cristina Finta (2326510),
Stefan Gabriel Ceausescu (2323372),

Andrei Alexandru Colimis (2323371).

Date: 23/12/2024




Contents

INIFOAUCTION . oo e e e et e e e e e et e e e e e e e s n s ens
1= 7= o (o [ o TV o SRS SPSPRPY

Justification for Project ChOiCE ... e e e e e e e e e e

Literature Review .........cceieeeeice e

Overview of [0T in Smart HOMES ... e e e e e
Security Risks in 10T INtegration...... ... e e e e e e e
Res0IVING SECUTitY PrODIEMS . ..ottt e e e et e e ae e ne e e e e ee e e e seaeenes
1. Implement Strong Authentication and ENcryption ... e
2. Regular Firmware Updates and PatChing ... ooiei e e e
3. Network Segmentation and MOnitoring ...
Previous Research ... et e
LY =g T Lo [ e o | USSP SEPP PP
Research AP Proach . ... et et e e e e e e
Risk Identification and ASsSessment ... e e
0T SYSIEM DESION .. et e e e e e et e e et e e ae e e e ee e e an e es ea s en eaanen
L (o =To I 1T Yo7 = OSSP SEPPEPUPRP

Concept and Design..............

La g o] [=T 0 g T=T a1 =TT o o TSSOSO
Testing and EVAIUAtION ..o e ee sttt e e e e e e e e e e e e e e e ean
Maintenance and IMProvemMENt. . ... ..o e e e er e e e e e e emme e meneeenen
Potential Results and DiSCUSSION.......c i et e e e e e e e e s e e ee e e e e eaeas
EXpected OUICOMEBS ... .o ettt et e e e e e e o e e e e e n e e emnae s
Risk Mitigation Strategies .. ... et e e
CONCIUSION . et ettt et et e et e e et £ e et st 2 et e 2 enms et e ee e ea e e e e e rmnnans
R B EINICES. . ettt ettt e ettt 2 et e et e e e e e s e e e e eanennaeeaan

O O W 0 o 0 0 ~N ~N -~ O 0o ;O &~ &2 &~ &b ;A




Introduction
Background

The integration of Internet of Things (loT) technologies has become a crucial component of
contemporary smart homes in recent years. Smart thermostats, security cameras, lighting
controls, and voice assistants are just a few of the many networked gadgets that can be
operated from a distance using smartphones or other devices. Although these technologies
are efficient, convenient, and save energy, they also present new difficulties, especially with
regard to security. Unauthorized access to personal data, device hacking, and other
cyberthreats are becoming more likely as homes get more connected. [1]

The desire for greater control over energy consumption and automation in daily life is the
main factor driving the growing adoption of smart home devices. Smart home energy
management systems, for example, minimize waste, optimize electricity use, and save utility
costs. By automatically adjusting lighting, heating, and cooling, these systems can increase
a home's energy efficiency. However, possible vulnerabilities are made possible by the
interconnection of numerous devices, networks, and cloud services. [2]

With a primary focus on the implications for personal data privacy and system vulnerabilities,
this project will specifically analyse the security risks related to the integration of loT devices
in smart homes. It is urgent to address this issue because cyberattacks on loT devices are
becoming more frequent and sophisticated [3]. This project intends to help improve security
procedures and solutions in the expanding smart home market by concentrating on these
threats.

Justification for Project Choice

The urgent need for security in the quickly growing loT ecosystem is the reason this project
topic was chosen. The risk of cyberattacks rises with the number of connected devices,
especially in smart homes where loT devices handle private data. Data about daily routines,
activities, and even personal preferences are gathered by smart home devices. This data
may be intercepted in the absence of proper security measures, which could have serious
repercussions such as identity theft, illegal surveillance, or even physical intrusions via
compromised security systems.

loT security continues to be one of the biggest obstacles to its widespread adoption, despite
its many advantages. Many loT devices are vulnerable to attacks because they are
manufactured with inadequate security protocols. By identifying the most prevalent security
threats and suggesting methods for reducing them—particularly with regard to smart home
energy management systems—this project seeks to address these problems. By
concentrating on security threats, this study will offer important information about how these
gadgets can be strengthened to give users a dependable, safe, and secure smart home
experience.

Literature Review

Overview of loT in Smart Homes
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The term "smart home" describes a residential environment in which systems and
appliances are networked and controlled remotely via the intermet. Through a variety of
platforms, the Intemet of Things enables devices to communicate with the user and with
each other, resulting in a responsive and intelligent home environment. Numerous
technologies are included in smart homes, such as:

+ Smart thermostats (e.g., Nest) that regulate temperature based on the user's
preferences.

« Smart lighting (e.g., Philips Hue) that adjusts according to time of day or user
interaction.

+ Smart security systems (e.g., Ring) that provide video surveillance and alert
homeowners about security breaches.

« Energy management systems that optimize electricity usage by regulating
appliances like air conditioners, water heaters, and other energy-hungry devices. [4]

These gadgets present a special set of security issues even though they have many benefits
in terms of comfort, energy efficiency, and safety. Cybercriminals may target these devices in
an attempt to take advantage of system vulnerabilities because they frequently communicate
over wireless networks. [5]

Security Risks in 10T Integration

loT devices in smart homes come with a number of security risks. The design of devices, the
security measures they employ, and how they are incorporated into the larger network of the
house are frequently associated with these hazards. The following are a few of the biggest
security risks:

» Unauthorized Access and Hacking: Unauthorized access is one of the most frequent
threats in smart homes with loT capabilities. Many loT devices are susceptible to attacks like
hacking, data interception, and unauthorized control because they depend on wireless
networks. To gain control of these devices, attackers might take advantage of flaws in the




default device settings, weak passwords, or unsecure communication protocols. [6]
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« Privacy Violations: loT devices frequently gather private information about users,
including their preferences, schedules, and even audio and video recordings. Unauthorized
third parties may be able to access this data if it is not adequately encrypted or stored

securely. Identity theft, illegal surveillance, and other severe repercussions for users can
result from privacy violations. [7]

* Interoperability Problems: 10T devices made by various manufacturers might employ
disparate communication protocols or standards. Because of this, there may be security
flaws in the way devices in the same house communicate with one another. These flaws
could appear when specific devices employ antiquated security procedures or don't get
critical software updates. [8]

* Vulnerabilities in Firmware and Software: Alot of Internet of Things devices depend on
firmware or software, which needs to be updated frequently to stay safe. However, some
gadgets are susceptible to cyberattacks because they don't update automatically. These
antiquated devices could be the target of attackers who use known flaws to compromise the
system. [9]

Resolving security problems

1. Implement Strong Authentication and Encryption

« Solution: Use multi-factor authentication (MFA) and strong, unique passwords for
devices. Encrypt data both at rest and in transit using protocols like TLS (Transport
Layer Security).




« Why it Works: This prevents unauthorized access and protects sensitive data from
interception.

2. Regular Firmware Updates and Patching

« Solution: Enable automatic updates for loT devices to ensure vulnerabilities are
patched as soon as they are discovered. Regularly check for firmware updates from
manufacturers.

« Why it Works: Unpatched devices are common entry points for attackers. Regular
updates close these security gaps.

3. Network Segmentation and Monitoring

« Solution: Separate loT devices from the main network by using VLANs or dedicated
subnets. Use intrusion detection/prevention systems (IDS/IPS) to monitor loT traffic.

« Why it Works: Limits the potential impact of a compromised device and isolates
threats to specific network zones.

Previous Research

Several strategies for tackling these security threats have been emphasized by loT security
studies. The creation of more secure communication protocols for Internet of Things devices
is a major research focus. Many loT devices, for instance, connect to networks via Wi-Fi,
Bluetooth, or Zigbee, each of which has unique security issues. Research on secure
communication techniques and encryption technologies has shown promise in protecting
data while it is being transferred between Intemet of Things devices.

The research also highlights how important it is to update software often. Kamara and
colleagues' 2019 study explains how regular firmware upgrades and patches are crucial for
protecting loT devices since they help fix recently found vulnerabilities.
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Methodology

Research Approach

This project uses a qualitative research methodology and makes extensive use of secondary
data including case studies, industry reports, and scholarly publications. To learn more about
the current research on loT security threats in smart homes, a thorough literature review will
be carried out. The most prevalent security vulnerabilities in loT devices, the kinds of attacks
that target smart homes, and methods for reducing these risks will be the main topics of
discussion. [5]

Risk Identification and Assessment

A risk matrix will be used to classify and rank risks according to their likelihood and possible
impact in order to evaluate the dangers connected to smart home loT devices. This matrix
will assist in determining which dangers require the greatest attention. To evaluate their
security features and find common vulnerabilities, a comparative study of several smart
home appliances (such as security cameras, thermostats, and smart locks) will be
conducted. [6]

loT System Design

A security framework for Internet of Things-based smart homes will be suggested by this
project. Best practices for user data protection, secure communication, and device
integration will be described in this framework. Additionally, suggestions for safeguarding
devices at all phases of their lifecycle—from production and installation to upkeep and
software upgrades—uwill be incorporated into the design [7].
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Project Lifecycle

Concept and Design

Determining the range of 10T devices to be examined will be the first step in the project.
Based on their popularity and security flaws, a selection of frequently used gadgets will be
made, including smart locks, cameras, and thermostats. Selecting suitable security protocols
and establishing security standards for the relevant devices will be part of the design phase.

(8]
Implementation

After they have been chosen, a mock smart home environment will be created to actas a
testing ground for integrating different 1oT gadgets and equipment. This setting will mimic
actual circumstances, enabling thorough examination and assessment of the networked
devices. To create a comprehensive and realistic setting, the simulation will incorporate
essential elements like door locks, security cameras, lighting controls, smart thermostats,
and other popular smart home technology. Strict security audits and penetration testing
technologies will be used in tandem to find possible weaknesses. To find flaws in device
firmware, network setups, and communication protocols, penetration testing will simulate
cyberattacks. This proactive strategy will assist in assessing the ease with which malevolent
actors could take advantage of the devices. Through these assessments, the project hopes
to identify the biggest threats to smart home integration and offer solutions for improving the
general security of loT devices. In addition to increasing the simulated environment's safety,
this will offer insightful information for actual smart home implementations. [9]

Testing and Evaluation

A thorough testing phase will ensue, during which devices will be examined for vulnerabilities
related to data transmission, encryption, and resistance to hacking efforts. To find problems
like out-of-date firmware or unprotected ports, vulnerability scanning techniques will be
employed [6].




Maintenance and Improvement

Recommendations for enhancing each device's security will be given after testing. This can
entail proposing that manufacturers issue software updates more frequently to fix
vulnerabilities, putting encryption technologies into place, or suggesting tougher passwaords.

(5]

Potential Results and Discussion

Expected Outcomes

The research aims to identify critical flaws in loT devices used in smart homes, namely in
areas like device authentication, privacy settings, and encryption. In order to ascertain how
these devices might be made more secure by improved design and more stringent security
measures, the project will examine a variety of gadgets. [7]

Risk Mitigation Strategies

A number of tactics will be suggested to lessen the dangers that have been found, including
the use of end-to-end encryption for sensitive data, multi-factor authentication, and frequent
software updates. [9]

Conclusion

Increased convenience, energy efficiency, and security are just a few benefits of loT
integration in smart homes. It is impossible to overlook the security threats connected to
these technologies, though. Numerous significant security threats have been identified by
this research, including interoperability problems, privacy infringement, and illegal access.
The goal of this project is to assist developers, consumers, and manufacturers in enhancing
the security of smart home loT systems by analysing these threats and suggesting practical
mitigation techniques. [8] [9]
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